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I. Internet Banking BOAweb – Key Features 
 
The key features of BOAWeb are available in three parts :  
 

Account Inquiry 

 View account balances 

 View end of day balances 

 View detailed transaction movements - List of transactions on accounts 

 Search and Download: Search for transactions on accounts and download statements 

in CSV, XLS (Excel) and PDF formats 

 

Payments 

 Domestic transfer with the possibility of adding a new beneficiary 

 International transfer with the possibility of adding a new beneficiary 

 Beneficiary management (secure addition of a new beneficiary) 

 Signing of payments (for multi-signatory business customers) 

 

Personal settings  

 My accounts (Information about my account settings) 

 My personal data (email address, mobile phone number, address) 

 My security details 

 Change my password 

 Multi-factor authentication 
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II. First connection To BOA web (Existing client) 
 

I am a customer of the bank and I already have an active user account and authorizations 
to access the portal internet Existing banking. I usually log in with my username and 
password Personal. 

 
Step 1 – E-mail Notification 
 
You will receive an e-mail notification from BANK OF AFRICA detailing what you need to do 
and the new link to BOAweb portal for the purpose of setting up your password.  
 

 

 
 

Important:  
The link sent can only be used once. In case of problems or inability to log in, you will need 
to contact your Account Manager to provide further assistance. 
 
Step 2 – Changing the Password 
 
Once you navigate to the link provided, you must enter the following information: 

 Account number: The last 7 figures of your account number. To find it, please refer 

to your account statement 

 Username: Matches your already assigned username, which allows you to access 

your accounts. In case you cannot recall your username, please contact your Account 

Manager 

 New password: 6-digit combination 

 Password confirmation: Same 6-digit combination as above 

 VALIDATE 

 
 

Important:  
In case of problems or inability to log in, you will need to contact your Account Manager to 
provide further assistance. 
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Password Change Screen 
 

 
 
Step 3 – Log in with the username and password created 
 
After you have completed the previous step, you will immediately be redirected to the log 
in page. 
You will also receive an e-mail that confirms that your password has been successfully set.  
 

 
 

Provide the username and newly created password in the fields to log in to the system. 
You will be able to access your account(s) information after you have accepted the terms 
and conditions of the internet banking portal. 
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Step 4 - Acceptance of the General Terms & Conditions 
 
All first time users connecting to the BOAweb platform will be required to read and accept 
the general terms & conditions before being allowed to access the portal: 

 

 
 

Once you have accepted the terms & conditions, you will be allowed access to the portal 
functionality. 
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III. First connection To BOAweb (Existing customer with Digipass) 
 

I am a customer of the bank and I already have an active user account and authorizations 
to access the portal internet Existing banking. I usually connect with my ID, my password 
and an OTP (One Time Password) generated by the Digipass. 

 
Step 0 – Download the Google Authenticator or Microsoft Authenticator Application  
 
In order to be able to authenticate securely on the BOAweb platform, you must first 
download and configure Google Authenticator or Microsoft Authenticator application on your 
mobile device. These applications that have replaces the existing Digipass, are available in 
Google Play Store, Apple App Store & Microsoft Store. 
 

 
 

The Google Authenticator and Microsoft Authenticator applications will:  
 
 Scan the Quick Response Code (QR code) that is generated and sent as part of the 

onboarding mail. This QR Code is uniquely associated to your user account. You will 

only need to scan this once to complete the setup. 

 Once the QR code is scanned and the setup completed, Google Authenticator / Microsoft 

Authenticator will generate a 6-digit code that will be refreshed every 30 seconds. This 

also means that the code must be used to authenticate within the same 30 seconds 

window. Otherwise, you will need to obtain a fresh and current 6-digit code. 

 
 

Important:  
 With each new log in, you will need to get a new code from Google Authenticator – 

just like the Digipass. 
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 You will also be prompted for a code to approve payments – and just like before, you 

will generate the code from Google Authenticator / Microsoft Authenticator. 

 

 In case you change your mobile device, re-install the Google Authenticator / Microsoft 

Authenticator application on your new mobile device and request a fresh QR code 

via the BOAweb portal. 

 

Step 1 – E-mail Notification 
 
For this step, please refer to Chapter 1, Step 1. 
 
Step 2 - Changing the Password 
 
For this step, please refer to Chapter 1, Step 2. 
 
Step 3 – Log in with the Username and Password Created 
 
For this step, please refer to Chapter 1, Step 3. 
 
Step 4 – Enabling Multi-factor Authentication 
 
In order to have enhanced security, it is mandatory to enable multi-factor authentication 
during the first log in. Once you have provided the correct credentials and logged in 
successfully, BOAweb will display the following screen: 
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Follow the steps below to complete Google Authenticator / Microsoft Authenticator setup: 
1. Launch the Google Authenticator / Microsoft Authenticator application 

2. Scan the QR Code 

3. Enter the 6-digit code generated by the Google Authenticator / Microsoft Authenticator 

application 

 

 
 

Important:  
 The code must be entered immediately otherwise it will expire after 30 seconds. The 

user will then have to use the new code shown on the app within 30 seconds. 

 In case of problems or inability to log in, you will need to contact your Account 

Manager to provide further assistance. 
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IV. First Connection to BOAweb (New Customer) 
 
To access BOAweb, contact your Account Manager to complete the sign-up form. This will 
be used to create your subscription to the BANK OF AFRICA Internet Banking service. 
Once the setup has been completed, you will receive an e-mail with instructions on how to 
log in to BOAweb. 
 
 

V. Forgot Password  
 
In the event of a forgotten password, navigate to the log in page of the BOAweb portal and 
click the link Reset password. 

 

 
 

Enter your username to receive the instructions on how to reset your password. 
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You will receive an e-mail with instructions on how to reset your password. 
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VI. Change of Personal Data 
 
This allows you to modify user-specific personal data e.g. 
 E-mail address 

 Cell phone number 

 Physical and postal Address 

 Language 

Important:  
Enter all required information to complete the update. 
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VII. Creating a New Beneficiary 
 
The registration of a new beneficiary requires the use of a verification code that the user can 
opt to receive via e-mail or SMS. 
 
 

 
 
 

 

 


